Tv-spel:
World of warcraft, proxy server:

Are you unable to connect to the game and you are using a firewall, router, or proxy?

Security software such as firewalls and security hardware such as routers are designed specifically to control your computer's incoming and outgoing connections. You may need to set up these security features to allow access to the game servers. If these are not set up correctly, the firewall or router may prevent you from connecting to the World of Warcraft/Burning Crusade. 

Please note that simply disabling security software will not always allow the game to connect correctly, this is generally in case a virus disables the security software without you realizing it.  Configuring security software is preferred, removing it completely can be used as a test to see if it was blocking the game.

Please note that Blizzard does not offer direct support for proxies (Internet connection sharing), firewalls, or routers. The settings provided are suggested settings only. You may need to contact your ISP or network administrator for assistance if you have opened the correct ports but still cannot connect or get others connected to you.

It is also recommended that you contact your router manufacturer for updates that may help to resolve some connection issues. Here are some common questions and answers regarding proxies, firewalls, and routers. What do I need to know about ports? Anytime your computer receives incoming data, it is sent to a "port". Your computer has many ports that can receive data, and different activities will utilize different ports. World of Warcraft & Burning Crusade use TCP port number 3724 to play and UDP port 3724 for in game Voice chat. The Blizzard Downloader, which downloads patches, also uses TCP ports 6112 and the range 6881-6999. For walkthroughs on router and firewall configuration you can use the Networking Help for the Blizzard Downloader page.

How are ports restricted when using a proxy, firewall, or router?
Most proxy servers, firewalls, and other Internet connection sharing methods can restrict port access. Your configuration may be restricting packets from "unknown sources". In this case an "unknown source" would be defined as any IP address that you have not initiated the contact with. Once you contact the IP address, your proxy and/or firewall considers it "safe", or a "known source", since you initiated the contact.

How do I configure my Operating System firewall?
Windows XP and Mac OS X ship with firewall services built into the operating system. While these services are disabled by default, if you have turned these services on, you may need to configure these services to allow the game to access the Internet. We have step-by-step instructions for configuring these firewalls to work with the game.

Introduction to How World of Warcraft Works

Imagine it's the night before patch day. You've parked your level-70 character, decked out in epic gear, outside what will soon be the forest ruins of Zul'Aman. Right now, it's just rocky pavilion with huge, wooden gates you can't open. But tomorrow, it will become the entrance to a dungeon full of trolls. You and nine of your friends hope to be the first players on your server to go inside.

	
in the U.S. and/or other countries.
The gate to Zul'Aman, before the instance existed in World of Warcraft.


It's a risky proposition -- and not just because Zul'Aman is full of enemies that are far more powerful than you are. Zul'Aman is an addition to the massively multiplayer online role-playing game (MMORPG) "World of Warcraft," or WoW. As anyone who plays the game can tell you, making additions or changes to such an immense, dynamic world can cause some problems. On patch day, players often experience everything from server instability to problems with their user interface (UI) and addons. Players did get into Zul'Aman the day its patch went live, but only after the servers were down for hours of extended maintenance. 

Patch-day technical difficulties and the joy of exploring a new dungeon both come from the same basic source -- the enormous collision of people and data. The game worlds of Azeroth and Outland include 50 regions spread out across three continents. Each region has its own landscape and inhabitants -- both friendly and unfriendly -- and sometimes its own weather. Then there are representations of players' characters and everything they wear, carry and use. You can boil all of this down to ones and zeros stored on computer hard drives.

Players interact with all this data using their computers and an Internet connection. The players' computers store some of the data, and a remote server provides the rest. As one player interacts with the world, the world changes for other players -- the movement of data back and forth between the computer and the server allows this to happen.

Multiply this information by the thousands of players who can log on to a particular server at the same time, and the amount of traveling data becomes staggering. All the people playing the game also have the potential to make unpredictable decisions, making the exact interactions between players and the game hard to predict. When you think about the game in terms of so much traveling data, it's not surprising that patches and updates can have far-reaching effects.

In this article, we'll look at what it takes for data to become an interactive, persistent game world. We'll also explore the game's architecture and the people it takes to keep the game running. We'll begin with the human factor -- the people who play "World of Warcraft" and why they play it. 

World of Warcraft Players

As of July 2007, "World of Warcraft" had more than 9 million active subscribers worldwide [source: Blizzard, press release]. While there's no publicly-available, comprehensive census of exactly who plays the game, there are several researchers who have studied WoW players extensively.
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A female "World of Warcraft" character in the making -- but is her player male or female?


Researcher Nick Yee has used online surveys to poll "World of Warcraft" players about themselves and their characters. These responses come from a self-selected group, or people who have decided for themselves to visit Yee's Web site and fill out the survey. This means that the results may not represent the world's demographics as accurately as a random sample would. Instead, it may reflect a particular subset of players -- those who are serious enough about the game to research it online and to feel motivated to spend time answering questions about it.

According to one of Yee's 2005 studies, 84 percent of "World of Warcraft" players are male, and 16 percent are female. The average player's age is 28, and female players tend to be a few years older than male players. Regardless of their gender, players spend an average of 21 to 22 hours a week playing the game [source: Yee, WoW Demographics]. Of course, these statistics may have shifted since Yee collected his data. You can learn more about Yee's research at The Daedalus Project.

The amount of time people spend in the game world depends in part on their characters' levels. According to research conducted at the Palo Alto Research Center in 2005, players tend to put in an extra burst of playing time when a character is about to reach a milestone level. The most dramatic spike occurs when approaching level 40, the level at which characters gain access to a mount, such as a horse or a tiger, and lots of new abilities and skills. The spike in play time leading up to level 40 is even greater than the spike leading to level 60, which was the highest possible level when the study was conducted. However, once people reach the highest levels, they generally spend more time playing than they did at lower levels [source: PARC, Playing Time].

These numbers relate to one of the reasons people play "World of Warcraft" and similar games -- for the feeling of accomplishment that comes from in-game achievement. But there are also other reasons for participation in the online world, including:

· Socializing with real-life or in-game friends

· Exploring the virtual world

· Competing against real or virtual opponents

Researcher Richard Bartle placed these four types into four categories, described as achievers, socializers, explorers and killers. This has become a commonly-used model for describing how and why people participate in role-playing games.

You can also describe "World of Warcraft" players in terms of which activities they participate in while playing. Hardcore raiders spend most of their time in high-level dungeons. Other players spend most of their time in player-versus-player (PvP) environments. Some PvP enthusiasts are twinks, or players who advance to a particular level and then acquire lots of gear that will make them more powerful than other players of the same level. Then, there are the casual players, who may enter raid dungeons and PvP battlegrounds but who don't spend their game time focusing on them exclusively.

Regardless of exactly what people are doing in the game, they're using the same basic tool to access the world -- a computer. Next, we'll look at the "World of Warcraft" client and how it runs.

	Warcraft vs. TV
There are lots of theories about why people play MMORPGs and why players spend so much time in virtual worlds. According to another of Yee's research projects, MMORPGs essentially replace players' TV-watching time. On average, Americans spend about 28 hours a week watching TV. MMORPG players spend only about 7.7 hours watching television and a little more than 20 hours in the game world [source: Yee, TV]. 


The Game Client

The "World of Warcraft" program you install on your computer is the client, which has four primary duties. The client: 

· decodes and displays the data that make up the game world, as well as the user interface (UI) and any associated addons.

· receives input from you and from a remote server and changes the game display accordingly.

· gives feedback to you and the server, based on what's happening in the game.

· keeps up with any changes you make to your game's layout and settings.

The client gets a large portion of its data from archives stored on the computer's hard drive. Much of the visual information is stored in MPQ format, an archive format proprietary to Blizzard. Sounds are generally stored as WAV or MP3 files. As players move through the world, the client caches some of this information in a folder for faster access.
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Blizzard applies patches to "World of Warcraft" to fix game issues and add new content.


The client isn't static -- it changes as the game develops. Blizzard releases patches to "World of Warcraft" to fix bugs, adjust game play issues and add new content, like quests and dungeons. Lots of players access the game world simultaneously, and each one has to be able to see the same features and operate under the same rules. For this reason, Blizzard pushes new patches to each player's computer. When you open your game after a new patch has been released, your client will automatically download and install the patch. Blizzard's background downloader can also download pieces of the patch that are ready for release ahead of time to cut down on the amount of time it takes to get a patch.

Separate from the client, but related to it, is the game launcher. The launcher is a small program that provides hyperlinks to new information at the Blizzard Web site. It also lets you know when new patch information is ready to download and opens your game itself. The launcher can also check your computer for viruses, hacks and cheating software and warn you if it finds them.

Once you launch the program and log in, the client begins to recreate the game world. We'll look at what happens on the next page.

	Viruses, Hacks and Cheats
Viruses are malicious programs that could damage your computer. In the case of "World of Warcraft," they could steal your login information, allowing someone else to access your account. The culprit could sell your character to another player or sell all of your possessions and steal the profits.
Hacks and cheats can do anything from playing the game for you to tricking the game server into thinking you're moving faster than you are. Either way, programs like these are against Blizzard's Terms of Use for "World of Warcraft." If you use programs like these while playing "World of Warcraft," Blizzard's cheat-detection program, known as "Warden," may detect your activities, causing Blizzard to close your account. Some players consider "Warden" to be an invasion of privacy, while others feel it helps keep the in-game playing field level.


The Game Client: A Play-by-play

Let's examine the image below as an example of how the "World of Warcraft" game client works. In it, a shaman named Yellowbell is collecting a stone for a quest, but she's caught the attention of a goblin, which is on his way to attack her. Here's what's happening from a client perspective:

1. After pulling data from the archives stored on the computer's hard drive, the client creates a representation of Yellowbell's surroundings.

2. The client informs the server of Yellowbell's position and receives information about stationary and mobile objects, or mobs, around her. A mob is essentially any wandering object in the world, but it's most often used to describe attackable enemies.

3. When Yellowbell tries to pick up the stone, the client tells the server what she's doing. It also displays a status bar, showing the player how long it will take for Yellowbell to retrieve the stone.

4. The client receives information about the goblin's attack from the server. It interrupts Yellowbell's stone collection when the goblin hits her. The client sends information to the server about how Yellowbell defends herself, and it receives information about the goblin's actions and the progression of the fight.

5. Once Yellowbell kills the goblin and finishes collecting the stone, the client stops displaying it on the ground and instead displays an icon representing it in Yellowbell's inventory. It informs the server that Yellowbell has collected the stone, so other players will no longer see it in the game world.
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The game client shows you what's going on in the world and displays your user interface.


These are just the highlights. The client constantly accesses or receives information about the game world and the characters in it. The more other characters there are nearby, the more work the server has to do. This is why some players' games can slow to a crawl in highly populated areas -- the computer's CPU and video processor can't keep up with all the information they need to display. In some cases, the frame rate, measured in frames per second (FPS), can drop dramatically, causing players to see the world as a series of still pictures rather than a moving scene.

The client also stores information about your character and your in-game options in the WTF folder on your hard drive. Files in this folder are usually in one of three formats:

· Text (TXT) files

· WTF files, which can be opened and read with a text reader (like TextEdit on a Mac or Notepad on a PC)

· LUA and LUA.BAK files, which come from the Lua programming language.

We'll look at Lua -- the language used to create "World of Warcraft" addons -- on the next page. 

	Constructing a Game World
The world you see when you play World of Warcraft starts with a wire frame or mesh -- a set of polygons that gives the landscape its dimensions. On top of that are textures that add all the colors and artwork to the surface underneath. Imagine stretching a colorful parachute over a jungle gym and you've got a pretty good idea of how this works. The world is also full of doodads, or decorative objects. Players can interact with some doodads, such as chairs, cooking fires or portcullises.


World of Warcraft Addons and Mods

"World of Warcraft" has lots of ways for you to customize your game. You can access lots of settings through your interface options. These options let you change how your camera moves, which features your game displays and how you use your mouse to target yourself or enemies. Your video options lets you change the level of detail in the game world, which can help compensate for a slow processor or limited graphics abilities.
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The "World of Warcraft" interface options screen


But suppose you want to completely change the way your party's health and mana bars look when you're in a group or see how much money you have without opening your backpack. The WoW interface options can't handle these requests -- but third-party addons can.

Addons are downloadable additions to "World of Warcraft" that players create. You can find addons at sites like Curse, WowAce and WowInterface. Here are some popular addons and what they do:

· Omen is a threat meter. "World of Warcraft" mobs attack group members based on how threatening they are. Tanks, who can absorb a lot of damage, need to have the highest threat level in a group. Omen shows players how much threat they're generating relative to the other group members who have the addon installed. Another threat meter is KLH ThreatMeter.

· Auctioneer keeps track of prices at the in-game auction house. It suggests prices for items you want to sell and helps you figure out whether items you hope to buy are listed at a reasonable price.

· Atlas displays maps of dungeons and flight paths, which aren't included in the standard game.

Addons are created using the Lua scripting language. When you download them, they look like folders full of files. Some files are LUA format, while others are extensible markup language (XML) or table of contents (TOC) files. To install the addon, you simply move its entire folder to the correct location on your computer. These are the default locations:

· Mac: /Mac HD/Applications/World of Warcraft/Interface/AddOns

· PC: c:program filesWorld of WarcraftInterfaceAddOns

This makes the addon a part of your game's file structure, which changes how the game operates. You can also download programs that will update your addons for you.
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This user interface has addon bars at the top and bottom, as well as windows for measuring damage and threat. 


There are a few things to keep in mind if you're using addons:

· Blizzard doesn't provide technical support for addons. If you have technical issues with the game, the first instruction you'll receive from technical support will probably be to disable your addons.

· Addons can carry malicious software, like key loggers that capture your username and password, to your computer. Keep your virus protection software up to date, and scan your computer regularly. If an addon tries to force you to install an executable file, don't use it.

· Your addons may break every time there's a major update to "World of Warcraft." You'll need to download new ones.

· The people who create addons are basically volunteers. Although many take their work very seriously, they're under no obligation to fix bugs or to update their files. 

As long as they don't play the game or make in-game decisions for you, addons don't generally break the rules. Other exceptions are addons that affect the way your computer communicates with a remote server and packet sniffers, or programs that track the way information travels between the client and the server. We'll look at the remote server and how it works in the next few sections.

World Servers

Many players think of "World of Warcraft" servers in terms of world servers, or realms. These are essentially complete, self-contained copies of the game world named after people and places in Warcraft lore. There are about 200 realms in North America and other realms in different parts of the world. Playing the game on servers not owned by Blizzard or one of the companies that hosts official servers in Asia is a violation of the terms of use. 

The realms come in three primary types:

· Normal, or player versus environment (PvE)
· Player versus player (PvP)
· Role playing (RP) -- there are also role-playing PvP servers

You can make characters on lots of different servers, but characters can't communicate across servers unless they're in the same player versus player (PvP) battleground.
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A portion of the in-game realm selection list


A world server isn't a single server, though -- it's a collection of servers. As of 2006, Blizzard had about 9,000 servers around the world [source: Vivendi].

When you log on to your "World of Warcraft" account, you do so using an authentication server. This server verifies your name and password before transferring you to the realm on which you last played. Exactly which portion of the server you access depends on where you logged out of the game. Blizzard hasn't disclosed the exact architecture of its world servers, but based on the game's behavior, several server divisions are clear.

Each of the world's three continents -- Kalimdor, the Eastern Kingdoms and Outland -- has its own servers. There's also a separate server for instances, or the game's dungeons. When a group enters an instance, the game spawns a copy of that dungeon for the group. Other groups and players can't enter it. A database server, or a database function running within the servers, provides information on the locations and respawn time all of the items players can loot (pick up) or otherwise interact with in the game world, including:

· Non-player characters (NPCs)

· Mobs

· Chests

· Herbs and mining nodes

· Ships and zeppelins

· Quest items

These items persist across all the servers that make up the realm. Some chat channels, like group and guild chat, are also accessible no matter where you are in the game world. Others, like general cannels for specific regions within the game, are accessible only when you're in that particular zone. 

Everything about your particular character, including the quests you've completed, your level and all your gear, is stored in a database that's tied to your "World of Warcraft" account. You can log in from any computer that is running the game and find your character exactly the way you left it. This database can also interface with a Web server, allowing you to do things like look at other players' gear and your own at the "World of Warcraft" armory. You can also pay a small fee and have your character moved from one server to another -- Blizzard adjusts its database accordingly.

To play the game, your computer has to communicate with one of these sets of servers. We'll take a look at what happens on the next page.

	Battlegroups
Until August of 2006, each "World of Warcraft" realm had its own PvP battlegrounds. Then, Blizzard released a patch that created cross-realm battlegrounds -- each battleground could host players from multiple realms. For this purpose, realms are now organized into battlegroups that share a common set of battlegrounds. 


Client-server Communication

All the maps and scenery in "World of Warcraft" live on your computer, but information about what's going on in the world has to come from a server. Based on the information it gets from your game client, the server performs a lot of calculations about the world, including:

· where mobs are in relation to you 

· whether you're in range of mobs you want to attack 

· whether your attacks are successful 

· how much damage you inflict on a mob you're attacking 

· how much damage the mob inflicts on you 

· how much you heal yourself or people in your party, using healing spells or bandages 

The server also collects information from other players clients' -- whether you're in a group with them or not -- and relays it to your computer. This allows you to see other characters, their gear and their actions in the game. It also lets you receive chat messages, guild invitations and group invitations. This information doesn't travel directly from another user's computer to yours -- it travels to you via the server.

The efficiency of all of these interactions is dependent upon the amount of time it takes a message to travel from a client to a server and back. Players who experience high latency -- or a long travel time -- can see significant delays between when they perform an action and when they see it happen on the screen.
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A raid fights Doom Lord Kazzak


A battle against a mob is an ongoing exchange of information between your computer, the computers of the people in your group and the server. For example, say you and some friends plan to Doom Lord Kazzak, a raid boss in Outland. Here's what happens:

1. You and your group approach the Kazzak. All of your clients send information to the server about where you are. The server knows where Kazzak is -- if you get too close, you'll pull him by accident, at which point he'll probably kill your party. 

2. Once you're in range, someone in your party attacks Kazzak. That person's client informs the server of the attack. The server responds by causing the Kazzak to attack your party and to verbally taunt you. It relays this information to your computers. 

3. As you're fighting, your party's clients tell the server which spells you're casting. Based on your character's statistics, the server calculates your damage and healing. It relays that information to your clients, so each player can see what's happening to all the others. Other players' clients are doing the same thing, so you can see how they fare during the battle as well. 

4. When you successfully kill Kazzak, the server instructs your clients to play its death animation. If not, the server instructs Kazzak to further taunt each killed player. 

5. When someone loots Kazzak's body, the server consults its loot table and lets each client know which items dropped. The clients display these items on each player's screen, or on the screen of the player designated to be in charge of distributing loot (the master looter). The players decide who will receive the items. 

6. When a player collects an item, the client removes the image of the item from the list of dropped loot and places an icon representing it in the player's inventory. The client also tells the server that the player has done so, and the server instructs the other clients to remove that item from their game view. 

​ 
Click to advance.​
PvP combat is a little different -- the server still makes calculations, but other players, rather than artificial intelligence, control the other combatants. But regardless of whether an AI script or a human brain is in charge, the battle itself can often be challenging.

To learn more about "World of Warcraft" and related topics, see the links on the next page.

	Game Masters
Keeping "World of Warcraft" running is a 24-hour-a-day process. Although technical support hotlines aren't always open, there are game masters working within the game world around the clock. As of 2006, Blizzard employed 1,300 game masters [source: Vivendi]. 


Lots More Information

World of Warcraft and IP communications 
Posted on Tuesday 3 January 2006 

I mostly gave up playing computer games years ago. Some of them were interesting divertments, but, the real world and the challenge of running a business, raising a family, making time for the people in your life, and trying to do my own small part of making the world a better place all squeezed any time that might go into gaming, and also exposed the ultimate social emptiness of spending large number of hours playing a game with a computer as your only companion.

So, I checked out on the gaming scene, but during the intervening years have listened with increasing interest to people talk about their XBox Live, their LAN parties, and lately their MMORPGs. Gaming (well, computer gaming to be more precise) was making a gradual move from a solitary activity to a social activity. I spent some time with Joi Ito a few months back, and he hooked me when he showed me a video of a group of people getting ready for a difficult quest in World of Warcraft, a Dungeons and Dragons type world. It looked just like a meeting, they discussed their plan, they argued a bit, then they went into action (and, as it turned out got wiped out, and discussed what they did wrong). This was real social interaction. I started reading Joi’s Blog, and posts like this one got my attention.

Now, from a human perspective people get together for many reasons, often just to have fun. Isn’t it just as legitmate to get together with friends and/or strangers online for the purpose of having fun, as it is to get together in person?

I think my answer to this question is that it depends on the richness of the interaction. If the interaction is mainly mechanical, with your group near each other but busy gathering things, or shooting stuff, or whatever — this to me doesn’t seem adequately rich. But, if you can communicate, solve problems together, and take time to just hang out, then this starts to approach a real-world get together. And there are tradeoffs both pro and con to a real-world get together. You can’t share food, or a nice glass of wine. You can explore fantastical worlds, beautiful places that will never exist in reality.

So, I bit the bullet over the holiday, configed up a spare laptop I had lying around (i.e. installed Windows - nose held here), and bought World of Warcraft. I’ve spent a couple nights running around, and am just amazed by the richness of the art / design of the world and game. What makes it so special, though, is the number of other players you see. Somehow the fact that they are there is comforting. It’s similar to why I sometimes like listening to the radio in spite of having a large music collection and playback dvices everywhere — you have a sense of community, that other people are listening to the same thing you are and are participating in the experience.

Some players in WoW are intent on completing quests and gaining levels and experience (I’ve mostly been in this category). Others seem to relax more and just hang out. I know that I started to make a transition when someone yelled “Dance Party” in the chat channel in Goldshire last night. So I walked over and there were like 20 characters dancing. I swear it looked just like an outdoor concert scene. So a quick perusal of commands I figured out how to dance, and I joined in. Now, the efficient practitioners of this could make themselves dance with a specific partner, whisper private messages, move around, change their dance step, etc. I mostly stood there dancing and watched. But, this was pure social interaction that had nothing to do with quests, or getting items, or gaining skills. It was, dare I say, … fun.

People remember each others names, they look for each other.

Now, what I am finding though, is that it takes a fair agility to manipulate your character and to chat at the same time. There are command codes you have to learn, e.g. you type /dance to make your character dance. 

I’m not the first to observe this, but voice will be the killer app for these worlds. Imagine if you could hear other people talking. When you walk closer, their voices get louder. When you walk away their voice gets softer. All this takes is a conference bridge linked to a VoIP client, either built-in to the game executable or linked via the APIs. 

And, with 5 million subscribers to WoW, I think there’s a bit of a market.

It turns out friends at Vivox are working on exactly this, along with other IP communication initiatives. I think they are onto something, and it will be fascinating seeing how things unfold. I’ll be writing more about this.

I think virtual worlds such as WoW and Second Life are at a tipping point — we are at the point where the science fiction of virtual reality is starting to become reality. 

Oh, and if you want to say hello online in WoW, I am a Human Priest named Jurace on the Hyjal realm — currently staying at the inn in Goldshire. Drop me a line and I’ll meet you there for a pint of ale and a chat!
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